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ABSTRACT 

 Seen as utility computing for next generation IT enterprise architecture, 

Cloud computing offers users to store their data on remote server and relieves 

users from the burden of storing and maintaining data locally. This distinctive 

off-premises computing attribute of Cloud, looking attractive at first glance, 

pretenses many security issues and challenges for user data, as user does not 

have direct control on his data. In this article, we have attempted to cover 

various security issues related to Cloud computing data storage. These issues 

have been explored from various facets. We also take an overview to the various 

security proposals available to address the problem. 

KEY WORDS :  Cloud Computing, Security. 

1. INTRODUCTION 

 Built on its predecessors viz. grid & utility computing and based on the 

Service-Oriented Architectures (SOA) & virtualization techniques, Cloud 

computing is a promising novel trend to transform local data to group of storage 

services on remote location through Internet based access. It not only offers 

storage as a service, but also offers (a) Infrastructure as a Service (IaaS), (b) 
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Platform as a Service (PaaS), (c) Software as a Service (SaaS) etc. Cloud 

customer makes use of Cloud Service Provider’s (CSP’s) computing, storage 

and networking infrastructure in IaaS. In PaaS, user leverages the CSP’s 

resources to run custom applications. SaaS allows customer to use software that 

is run on the CSP’s infrastructure. Advancements in Internet bandwidth has 

encouraged users to explore this new paradigm shift of renting software, 

applications, platforms, storage etc., from remote servers situated on the premise 

of CSP, with pay-as-you-go model. 

 With Cloud computing, user can only see a virtual infrastructure built on top 

of non-trusted platform. As Cloud provider processes users’ data on remote 

servers which are not under user’s control, it poses security issues such as 

integrity (making sure that user data is untouched by unauthorized party during 

data movement or during on Cloud premise), confidentiality (guaranteeing that 

user data stored in the Cloud cannot be accessed by unauthorized party) and 

authentication (ensuring only authorized user is allowed to access the data). 

Cloud user worries about leakage or loss of his sensitive data, either accidently 

or intentionally by CSP. Threats to the data integrity can also be classified as 

internal or external with respect to Cloud territory. Sometimes CSPs may act 

faithlessly and can hide data loss incidents to maintain a reputation [1]-[3]. As 

user does not have direct control over his data, traditional cryptographic 

primitives cannot be directly adopted. Verification of storage correctness 

without the knowledge of data is a challenging task. Apart from these security 

related concerns, other issues related to Cloud include outage, non-availability, 

juristic concerns, data consistency on multiple storage locations etc. are not 

discussed in detail here. 

 In this paper, we discuss various security concerns for Cloud computing in 

detail and also cover available security proposals. The rest of the paper is 

organized as follows. Section II contains detail about security issues in Cloud 

followed by discussion regarding already available security proposals for Cloud 
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data storage security along with barriers in their adaptation in section III. We 

discuss some issues related to implementing Cloud security in section IV. 

Section V contains conclusion and future work followed by list of references in 

section VI. 

2. SECURITY ISSUES IN CLOUD 

 Overall Cloud security issues can be evaluated from the perspectives of the 

CSP and the Cloud user. While CSP mainly focuses on smooth continuous 

services with better performance and QoS, Cloud user looks for the data security 

and CSP's reliability. Ideally, CSP should offer firewalls, intrusion detection/ 

prevention systems, antivirus, encryption, authentication, authorization, access 

control and other services. Experts see the Cloud security from various 

perspectives. Some [4] have conjectured that trust is the biggest security concern 

in Cloud computing, where as others [5] compare Cloud security with traditional 

IT security issues viz. confidentiality, integrity, and availability (CIA).  

 Confidentiality is about ensuring that data stored in Cloud cannot be 

accessed by unauthorized user. And to achieve it, various encryption techniques 

are available. Traditionally, the encryption techniques are divided in two 

categories: symmetric or asymmetric. Few CSP (E.g. MozyEnterprise [6]) use 

encryption to protect customer data whereas others (E.g. Amazon S3 [7]) do not. 

Integrity is about guaranteeing that the data has not been altered during transfer 

between Cloud and user, or during storage on Cloud. Message Authentication 

Code (MAC) and Digital Signature (DS) are two main approaches to achieve 

integrity. MAC is based on symmetric key to provide a check sum that will be 

added to the data, whereas DS relies on the public key cryptography (pair of 

public and private keys).  Availability is about keeping data ready upon request 

from authorized users, any time. Threats targeting availability can be either 

Network based attacks such as Distributed Denial of Service (DDoS) attacks or 

CSP availability. For example, Amazon S3 suffered from two and a half hours 
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outage in February 2008 and eight hours outage in July 2008. Most of the 

proposals discussed in this paper, cover one or other of these requirements. But, 

a complete full-proof security model is yet to come. 

3.  AVAILABLE SECURITY PROPOSALS 

 Many researchers have contributed in this open field of Cloud computing 

security. We have tried to cover as many directions addressed as possible. 

Researchers have proposed solutions varying from securing document services 

to trusted platform for Cloud and from providing complete cryptographic Cloud 

storage template to privacy persevering techniques. 

 Xu et al [8] address the security problem in the direction of securing 

document service in Cloud computing. Authors have suggested separating 

contents and format of a document before storing or processing. Example of 

html file is taken. Owner encrypts part of his document using public key 

cryptography.  In the proposal, it has not been specified how to handle file 

formats other than html. 

 Authors of [9] propose a template of complete secure storage structure 

without mentioning much on implementation of component involved.  The 

template provides two view of Cloud: consumer architecture and enterprise 

architecture.  Authors propose to have various components to be installed on 

client machines. Duties of these components include master key generation for 

data owner, encryption at client premise, token and credential generation by the 

data owner.  The data owner shares tokens and credentials with data consumer or 

server. Token received from data owner, can be used to retrieve data from server 

by data consumer and credentials are used to decrypt the data. Authors have also 

briefly discussed the implement issues of these core components. The exact 

implementation, cost on performance etc. are yet to be discovered. 
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 Set of security protocols in form of Privacy as a Service (PasS) are proposed 

by authors of [10].  Temper-proof cryptographic coprocessors configured by 

trusted third party are used to solve the problem of securely processing 

confidential data in Cloud infrastructure. Moreover, PasS provides a privacy 

feedback process which lets user know about various privacy operations applied 

to his data. The proposal supports three trust levels for data viz. full trust, 

compliance-based trust and no trust. Public key cryptography is used for data 

encryption and authorization. Every software or application is to be divided 

among two logical components: protected and unprotected. This burden is given 

to data owner. The protect part of the application is to be treated encrypted. 

Other traditional security algorithms such as Diffie-Hellman, Message 

Authentication Codes etc. are used but performance overhead is yet to be 

computed. 

 Wang at el. [11] propose a novel approach which enables public auditability 

for Cloud data storage security through external third party auditor (TPA), 

without demanding local copy of data or imposing extra online burden on Cloud 

and without introducing new vulnerabilities, as claimed. Authors use public key 

based homomorphic authentication with random masking to keep TPA unaware 

about data contents. Authors also claim to have batch auditing for multiple users 

at the same time. Public auditing scheme consists of four algorithms: (a) 

KeyGen – run by user to setup scheme (b) SignGen – also run by user to 

generate verification metadata (c) GenProof – run by Cloud server to generate 

proof of data storage correctness (d) VerifyProof – run by TPA to audit the 

proof. 

 Wang at el. [12], the same authors of previous paper, propose a model 

which ensures security in distributed data storage for Cloud computing. Authors 

have utilized homomorphic token with distributed verification of erasure-coded 

data to achieve integration of storage correctness insurance and data error 

localization, through derivation of challenge-response protocol. It helps to 
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recognize misbehaving server(s). Authors also claim it to support secure and 

efficient dynamic operations of data blocks. The paper assumes point to point 

communication channel between CSP and user, which introduces extra 

overhead. Another limitation is, the problem of privacy has not been discussed. 

 Authors of [13] have introduced a novel domain-based Cloud trust model to 

solve security issues for cross-Cloud environment. Cloud users have the 

flexibility to choose different services from different heterogeneous CSPs. 

Resource nodes under the same CSP have been logically grouped in one domain, 

and one trust agent is nominated for that domain. Different trust strategies are 

designed for Cloud user and Cloud provider. The trust model maintains two trust 

tables one for customer and another for domain. The model works on trust 

recommendation, which is user’s experience of using Cloud provider’s service. 

Providers rely on their domain trust agent for maintaining trust. The model 

claims to have both identity authentication and behaviour authentication. The 

model is yet to be tested on real Cloud environment.  

 Authors of [14] make use of Trusted Platform Module (TPM) with sealed 

storage ability and claim to remove limitations of previously available TPM 

proposals for Cloud computing. The model allows Cloud user to remotely attest 

the Cloud environment and to bind his sensitive data with his integrity desire by 

disk semantic reverse parsing technology. Remote delegation service (RDS) is to 

be added to Cloud computing management layer. RDS has secrecy and control 

features which cannot be compromised by platform owner. Every Cloud node 

should consist of Virtual Machine Monitor (VMM) with two separate modules, 

Remote Attestation Module (RAM) and Sealed Storage Module (SSM). RAM 

provides integrity report and SSM dynamically encrypts and decrypts data, 

according to RDS instructions. Authors claim to have performance overhead due 

to this trusted model, acceptable.  
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 Authors of article [15]  propose an auditing scheme which seeks data 

storage security, computation and privacy preservation with the help of 

probabilistic sampling technique and verifier technique. Authors propose an 

uncheatable (trusted) framework to achieve data storage and computing security. 

Authors also propose an advance scheme to achieve privacy-preserving through 

designated verification technique and show the method to reduce auditing cost.  

 Authors of paper [16]  propose Effective Privacy Protection Scheme (EPPS) 

which provides privacy protection according to user’s demand and also claim to 

achieve performance. Authors describe Cloud Data Protection System (CDPS) 

architecture, which has two part. First part determines composition of encryption 

algorithms & division numbers to protect user data and second part provides 

flow of data protection. Authors also classify the data into three categories based 

on sensitivity. The strength of the paper is, not to have compromize in 

performance while achieving security, as claimed by the authors. 

 Pearson et. al. [17] describe a privacy manager which protects the data 

being stolen or misused. Algebraic description of obfuscation is given which 

protect private metadata.  Obfuscation is the process of encypting some part of 

data (e.g. users’ private data) and leaving other (e.g. personal identification 

information) as it is. The problem here is to advice all the client machines to buy 

a small extra hardware called Trusted Platform Module (TMP).  

 Authors of [18] utilizes the homomorphic token with distributed verification 

of erasure-coded data to propose a method which claims to ensure the 

correctness of users’ data which also takes care of dynamic nature of Cloud. 

Authors rely on erasure correcting code to provide redundancies and guarantee 

the data dependabiliity.  

 Ram at. el. [19] also make use of cryptographic coprocessor as many earlier 

authors did. To enhance the security of encrypted data, authors divide the user 

data into piece called chunks and each chunk will be stored in a separate 
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database after encryption.  Authors also classify data into three groups based on 

its sensitivity. The process of encryption and decryption is given to third party 

cryptographic coprocessor which is trusted by both Cloud user and provider. 

Usage of extra processor poses additional burden on user in terms of cost. 

 Authors of article [20] outline a data protection scheme with public auditing 

which allows data to be stored in encrypted form onCloud server without loss of 

accessibility or functionality for authorized users. Authors goal is to achieve 

positive-sum, which is nothing but achieving security without compromizing 

performance. Authors of paper [21] argue that the Cloud data security problem 

should be solved from data life cycle perspective. As authors have nicely stated 

that providing security in storage (state) does not solve the problem, as data has 

many stages in its life cycle and all these stages must be protected to provide 

complete security. Apart from this authors have given data security function 

deployment model telling the cryptographics functions to be performed on 

Cloud user part as well as on Cloud server part.  

4.  CLOUD SECURITY IMPLEMENTATIODEN ISSUES 

 Attempts to solve Cloud security issues may not be same as that of 

traditional IT security problems. Due to dynamic nature of Cloud computing, i.e. 

the number of users as well as their usage change dynamically, we need to have 

proposal that provides security measures during runtime. Performance has 

always been the other side of the security coin. And as Cloud is offered through 

Internet, extra overhead in terms of increase in traffic may not also be 

permissible above some threshold limit. In short, dynamic nature, performance 

issues, traffic overhead etc. are the key issues one cannot ignore while dealing 

with Cloud security. 

 Discussing from stakeholder perspective, two main entities in Cloud 

computing are CSP and Cloud user. User data is stored on CSP’s server. Issues 

such as leakage/loss of data, misuse of data, alteration in data, and unauthorized 
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access to data are the main issues for a researcher dealing in Cloud security. So 

the ideal proposal should offer confidentiality & integrity as main goals and 

availability, reliability, efficient retrieval, data sharing etc. as other goals.  

 To achieve these, many researchers have adopted a way to utilize trusted 

third party option, in which specially designed and functioned cryptographic 

coprocessors are used. For these kind of solutions, the extra cost incurred in an 

issue to deal with, as the user may not want to impose extra burden of 

expenditure on him. We also need a feedback process telling user about the type 

of cryptographic operations applied on his data, in this way making user aware 

of what is happening on his data.  

 Sometimes applying the same set of protocols on all types of data may not 

serve the purpose. It is also important to classify data based on its sensitivity, 

e.g. highly sensitive, case-based sensitive and not sensitive. Having different 

types of protocols for different types of data, may solve the problem of security 

and performance to great extent. 

5.  CONCLUSION AND FUTURE WORK 

 We have attempted to address various security issues for data storage in 

Cloud computing. Also many already available security proposals have been 

discussed. Previous researchers have addressed the issue from various 

perspectives and many directions. But due to remote data storage and user’s loss 

of control over his data, traditional security patches may not be directly 

applicable on Cloud computing. Asking local copy for ensuring storage 

correctness introduces vulnerabilities such as increase in network traffic and 

other security loop holes. Thus, it is essential to have a diversified solution, 

which not only ensures data integrity without asking for local copy but also 

provides authentication, without much computing and communication burden.  
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 It is required to propose a security model for Cloud computing which 

achieves security goals mentioned above without imposing extra overhead or 

cost on user‘s part. An extra hardware-less client application can be developed 

on open source platform which takes care of operations such as key generation, 

cryptographic primitives viz. encryption, authentication, hash function etc. The 

operations which result into computation cost should preferably be carried out 

offline. To lessen communication cost, instead of transferring whole file for data 

verification, a small number can be generated and communicated to required 

parties. Other two more important criterions, (i) Cloud’s dynamic nature and (ii) 

maintaining required level of performance, cannot be overlooked. Our next work 

is to propose a model which takes care of above goals. 
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